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Questo manuale è disponibile in italiano nel CD-ROM allegato.

本マニュアルの日本語版は同梱の CD-ROM からご覧になれます。

Instrukcja obsługi w języku polskim jest dostępna na CD.

O manual em Português está disponível no CD-ROM em anexo.

Данное руководство на русском языке имеется на 
прилагаемом компакт-диске.
an ual  finns til lgänglig på svensk a på med fö ljande CD.

您可以从包含的 CD 上获得本手册的中文版本。

동봉된 CD 안에 한국어 매뉴얼이 있습니다 .



Contents
Introduction   1
Product Description . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Document Overview . . . . . . . . . . . . . . . . . . . . . . . . . . 2

Additional Documentation. . . . . . . . . . . . . . . . . . . . . 2

Additional Options . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

InfraStruXure-certified . . . . . . . . . . . . . . . . . . . . . . . . 3

Physical Description   4
Front  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Rear . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Inventory   6
Installation   8

Install the NetBotz 355 . . . . . . . . . . . . . . . . . . . . . . . . 8
Electrical box  . . . . . . . . . . . . . . . . . . . . . . . . . . 8

Wall  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Ceiling  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

Enclosure . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

Connect the NetBotz 355 to Your Network  . . . . . . 12
Power-over-Ethernet (PoE) injector . . . . . . . . 12

PoE-capable hub or switch  . . . . . . . . . . . . . . 12

Connect Sensors to Sensor Ports  . . . . . . . . . . . . . 13

Adjust the Lens. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

Configure Your Appliance   15
Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

Gather Network Settings Information. . . . . . . . . . . 15

About the NetBotz Appliance Utility CD. . . . . . . . . 15

To Install on a Windows System. . . . . . . . . . . . . . . 16
NetBotz 355 Installation and Quick Configuration Manual



To Install on a Linux System. . . . . . . . . . . . . . . . . . 16

Pre-configured Accounts. . . . . . . . . . . . . . . . . . . . . 16
Administrator account user ID & password  . . 16

Root account user ID & password  . . . . . . . . . 17

Configure Network Settings  . . . . . . . . . . . . . . . . . . 17
Obtain network settings using DHCP . . . . . . . 17

Use the Serial Configuration Utility . . . . . . . . . 18

Clean the NetBotz 355   19
Specifications   19
Warranty   20

Two-Year Factory Warranty. . . . . . . . . . . . . . . . . . . 20
Terms of warranty  . . . . . . . . . . . . . . . . . . . . . 20

Non-transferable warranty  . . . . . . . . . . . . . . . 20

Exclusions  . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

Warranty claims . . . . . . . . . . . . . . . . . . . . . . . 21

Radio Frequency Interference. . . . . . . . . . . . . . . . . 23
USA—FCC  . . . . . . . . . . . . . . . . . . . . . . . . . . 23

Canada—ICES  . . . . . . . . . . . . . . . . . . . . . . . 23

Japan—VCCI  . . . . . . . . . . . . . . . . . . . . . . . . 23

Taiwan—BSMI . . . . . . . . . . . . . . . . . . . . . . . . 23

Australia and New Zealand  . . . . . . . . . . . . . . 24

European Union . . . . . . . . . . . . . . . . . . . . . . . 24
ii NetBotz 355 Installation and Quick Configuration Manual



Introduction

Product Description
The American Power Conversion (APC®) NetBotz® Room Monitor 355 
functions as the central hardware appliance for a NetBotz security and 
environmental monitoring system. The NetBotz 355 can be installed anywhere 
in a room and includes an integrated camera and internal sensors that monitor 
temperature, humidity, dew point, air flow, and motion. It also includes four 
sensor ports for connecting temperature, humidity, smoke, door, vibration, spot 
fluid, and third-party dry contact and 0–5 V sensors. The integrated camera 
includes the following features:

•  Image processor that generates images up to 1280 x 1024 resolution, 
24-bit color, and up to 30 frames per second.

Note: The maximum frame rate describes the maximum 
number of images that the camera imager is capable of 
producing each second. The actual frame rate is dependent on 
the amount of available bandwidth and current resolution.

•  Image Size: 7.7 mm x 6.1 mm (9.82 mm diagonal = 0.387 in).
•  Field of View: 64º (H) x 53º (V) for all resolutions.
•  User adjustable and switchable industry-standard CS-mount lens. 

CS-mount permits access to hundreds of different general purpose and 
special purpose lenses.

Attention:    THE EQUIPMENT CONTAINS, AND THE 
SOFTWARE ENABLES, VISUAL RECORDING CAPABILITIES, 
THE IMPROPER USE OF WHICH MAY SUBJECT YOU TO 
CIVIL AND CRIMINAL PENALTIES. APPLICABLE LAWS 
REGARDING THE USE OF SUCH CAPABILITIES VARY 
BETWEEN JURISDICTIONS AND MAY REQUIRE AMONG 
OTHER THINGS EXPRESS WRITTEN CONSENT FROM 
RECORDED SUBJECTS. YOU ARE SOLELY RESPONSIBLE 
FOR INSURING STRICT COMPLIANCE WITH SUCH LAWS 
AND FOR STRICT ADHERENCE TO ANY/ALL RIGHTS OF 
PRIVACY AND PERSONALTY. USE OF THIS SOFTWARE FOR 
ILLEGAL SURVEILLANCE OR MONITORING SHALL BE 
DEEMED UNAUTHORIZED USE IN VIOLATION OF THE END 
USER SOFTWARE AGREEMENT AND RESULT IN THE 
IMMEDIATE TERMINATION OF YOUR LICENSE RIGHTS 
THEREUNDER.
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Document Overview
The NetBotz Room Monitor 355 Installation and Quick Configuration Manual 
describes how to install a NetBotz Room Monitor 355, how to connect devices 
to the appliance, and how to configure network settings. After performing the 
configuration procedures in this manual, you can access your system through its 
software interface, perform additional configuration tasks, and begin 
monitoring the environment.

Additional Documentation
Unless otherwise noted, the following documentation is available on the CD 
provided with the device or on the applicable product page on the APC Web 
site, www.apc.com. To quickly find a product page, enter the product name or 
part number in the Search field.

NetBotz Appliance User’s Guide – Includes all details for using, managing, and 
configuring a NetBotz system with one of the following appliances: NetBotz 
Room Monitor 355 (NBWL0355, NBWL0356), NetBotz Rack Monitor 450 
(NBRK0450), NetBotz Room Monitor 455 (NBWL0455, NBWL0456), or 
NetBotz Rack Monitor 550 (NBRK0550).
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Additional Options
The following options are available for the NetBotz 355. For more information 
about any of the options, contact your APC representative or the distributor 
from whom you purchased your APC product.

•  Temperature Sensor (AP9335T)
•  Temperature/Humidity Sensor (AP9335TH)
•  NetBotz Spot Fluid Sensor (NBES0301)
•  NetBotz Door Switch Sensor for Rooms or Third Party Racks 

(NBES0302)
•  NetBotz Door Switch Sensor for APC Racks (NBES0303)
•  NetBotz Dry Contact Cable (NBES0304)
•  NetBotz 0-5 V Cable (NBES0305)
•  NetBotz Vibration Sensor (NBES0306)
•  NetBotz Smoke Sensor (NBES0307)

InfraStruXure-certified
This product is certified for use in APC InfraStruXure® systems.
NetBotz 355 Installation and Quick Configuration Manual 3



Physical Description

Front

Item Description

 Vented internal 
sensors

Vented opening for airflow, temperature, and humidity sensors.

 Network link LED Shows the status of the network connection. Blinks to indicate network 
traffic (green—connected at 10 Mbps; yellow—connected at 100 Mbps).

 Power LED Indicates whether the unit is receiving power (green—receiving power; 
dark—not receiving power).

 Camera LED Blinks steadily when the integrated camera is active.

 Alert LED Indicates the alert status of the system. When more than one alert exists, 
the most severe will be indicated.
• Flashing once every eight seconds—Informational
• Flashing once every four seconds—Warning
• Flashing once every two seconds—Error
• Flashing once every second—Critical
• Flashing twice per second—Failure

 Temperature 
display

• Displays the current temperature from 0 to 99 in Centigrade or 
Faherenheit. Temperature reading from internal temperature sensor. If 
the temperature exceeds 99, the display will flash 99.

• When the unit first receives power, displays the unique identifier 
number for one minute.

• If an alert exists, flashes at the same rate as the Alert LED.
• During a firmware upgrade, displays 88.

 Lens housing Must be removed to change the focus of the integrated camera. 
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Rear

Item Description

 Sensor ports (4) Used for connecting APC sensors, third-party dry-contact sensors, and 
standard third-party 0-5 V sensors. Third-party dry-contact state sensors 
require the NetBotz Dry Contact Cable (NBES0304). Standard 
third-party 0-5 V sensors require the NetBotz 0-5 V Sensor Cable 
(NBES0305).

 10/100 Base-T 
network port

Provides for a 10/100 Base-T network connection and power through 
Power-over-Ethernet (PoE). (The appliance operates at 100 Base-T only.) 
Status and link LEDs indicate network traffic:
• Status LED—blinks orange and green at start-up; indicates the status of 

the network connection (solid green—IP address established; blinking 
green—attempting to obtain an IP address).

• Link LED—blinks to indicate network traffic (green—connected at 10 
Mbps; orange—connected at 100 Mbps).

 USB port Used to configure the appliance.

 Reset Used to restart the appliance.
NetBotz 355 Installation and Quick Configuration Manual 5



Inventory

Inspect the contents of the package to ensure that the parts included match those 
shown below. Report missing or damaged contents to APC or your APC 
reseller. However, if damage was due to shipping, immediately report the 
damage to the shipping agent.

The shipping and packaging materials are recyclable. Please save 
them for later use or dispose of them appropriately.
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Item Description

NetBotz Room Monitor 355—not shown

 Bracket mounting plate for electrical boxes

 Adhesive cable tie holders

 Mounting screw wall anchors

 13-mm (0.5-in) machine screws (for electrical box)

 19-mm (0.75-in) sheet metal screws (for wall or 
enclosure)

 T-bar mounting plate

 203-mm (8-in) tie wrap

 Ball-joint adjuster arms

 Extender arm set screw

 Cable retainer

 Allen wrench

 Rubber bracket cover

 Mounting plate

 Extender arm

NetBotz Appliance Utility CD—not shown

Power-over-Ethernet injector power supply (100–250 
VAC in, 48 VDC out) (only included with 
NBWL0356)—not shown

Power cord, 1.8 m (6 ft) Black, IEC-320-C14 to 
IEC-320-C13, RoHS Compliant (only included with 
NBWL0356)—not shown

Power cord, 1.8 m (6 ft) Black, NEMA 5-15P to 
IEC-320-C13, #14 AWG cord, RoHS Compliant (only 
included with NBWL0356)—not shown
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Installation

Install the NetBotz 355
Choose an installation option that meets your needs. Take the following into 
consideration:

Caution: Only connect approved devices to ports on the 
NetBotz 355 as directed in this manual. Plugging in other 
devices may result in equipment damage.

Note: Consider the location of the nearest network port.

Note: Make sure the camera will not be obstructed.

Note: Consider cable routing for all sensors that you plan to 
connect to the appliance.

Note: If the direction of airflow is known, the ideal position of the 
NetBotz 355 for measuring the airflow is directly facing the 
oncoming air.

Electrical box
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Wall

Note: Drill 4.76-mm (3/16-in) pilot holes for wall anchors.

Caution: Do not overtighten the screws.
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Ceiling
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Enclosure

Note: Use a #32 drill to make four 2.94-mm (0.116-in) pilot holes.
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